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Latest Technology Trend




Latest Technology Trend

Technology trends and underlying technologies
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Latest Technology Trend
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Cyber Attack




Cyber Attack: Increasing Trend & Variety

Types of e
Cyber Attacks e ?
Ransomware
Malware Maninthe e

ﬂ Middle attack T

j""_" Zero-day
Phishing exploit
j\

SQL DNS

Injection Tunneling
& &
- i
DoS and XSS attacks Cryptojacking

. DDoS attack  Social engineering




Cyber Attack: Case Study & Statistics
° Customers that say their personal bank
account has been tf'le targF;.-t of a cyber attack
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IDENTITY ACCOUNT
PHISHING e TAREDER MALWARE
10% 6%

1% 5%

https://kratikal.com




Cyber Attack: Case Study & Statistics

IDN TIMES

Kerugian ekonomi hingga Rp14,2 triliun*

Menggerus kepercayaan publik
terhadap sistem perbankan dan ekonomi
secara keseluruhan

Kebocoran data nasabah

Hilangnya data nasabah

Menganggu stabilitas sosial
dan politik




Cyber Attack: Case Study & Statistics

D katadata. it Keuangan | OJK: Serangan Siber Rugikan Bank Rp 246,5 Milia

OJK: Serangan Siber Rugikan Bank Rp 246,5 Miliar,
Mayoritas Bank BUMN

Sebanyak 71,6% serangan ditujukan kepada bank BUMN. Kemudian, bank swasta
28%, dan sisanya 0,3% serangan dilakukan kepada bank asing.

Oleh thya Ulum Aldin

26 Oktober 2021, 16:02




Cyber Attack: Case Study & Statistics

Challenges Related to Cybersecurity in the Banking Sector

Inadequate Budgets and Rise of Social
Lack of Management Ransomware Media

Lack of Weak Identity and Mobile devices ond
Awareness Access Management Apps

- https://threatcop.com/blog/cybersecurity-in-banking




Banking, FinTech, Digital Wallet




Indonesia Strategic Direction

5 LANGKAH TRANSFORMASI DIGITAL NASIONAL
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Current Progress: Indonesia Banking Ecosystem

Configuration of Indonesia Digital Economy and Finance 2025

IPS 2025 reinforces the infegration of notionol digital economy ond finance in ossuring the proper functioning of cenfrol bonk
mandate in money circulotion, manefory policy, and finoncial system stobiity o well o3 financial inclusion

Infraasructure

Ratail Whnlkeiala
Paymeal Paymaoni




Improving Digital Security in Banking & Payment

Internal risks

Key cyber
considerations
for banks
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Secure DevOps



Improving Digital Security in Banking & Payment

Keeap Your Systems

Think Before 6 Undated

You Click

Use Strong and
2 Varied Passwords 7
Use a Password a
Manager Tool :

o Set-up Two-factor
| 2 il © Multi-factor 9
=} Authentication (MFA)

Use Firewalls and
Anti-viruses

Avoid Online use
of Debit Cards

Learn About Phishing
Attacks

Check CERT-In
Updates on a Regular 10 EE_
Basis X

Avoid Unfamiliar
Websites

https://intellipaat.com/blog/cyber-security-tips-best-practices

Avoid Useless
Downloads

Stay Cautious on
Social Media

Make Your Data
Backup

Don't Use Public WiFi
without a VPN

Secure Your Data



Improving Digital Security in Banking & Payment
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Improving Digital Security in Banking & Payment

TIPS ANMAN PAKAI
PENIBAYARAN
DIGITAL

-"_,:.31 Perangkat

v & Internet Sendiri
Lunakan perangkat dan sambungan
internet pribadi. akain
WIFT publik dapat be o penjahat
siber maratas data Anda.

[E'_,, Jaga Kerahasiaan
- PIN

Simpan nemor PIN. kata sandl dan
koda one-time password (OTP) untuk
diri sandirl. Jangan membagikan
kode atau kata sandi ke crang lain.

E=] Waspada

=== Akun Palsu

Waspadal kormunikasi di dunia digital
yang mengatasnamakan akurn-akun
terpercaya, Jangan pernah membearikan
infermasi pribadi di dunia maya.







