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Who Am |?

e 18 Tahun sebagai professional di bidang Cybersecurity dan

’: P f} RK SThP YlR E R Information Security
MY i o Dty anc abare S e CISO of Darkspyder, salah satu Perusahaan Cyber Threat
Intelligence berbasis di Netherland
| e CISO of Quantumshield, salah satu anak Perusahaan Konglomerasi
:z ‘__ di bidang Cybersecurity di Indonesia
e \/P of Technology (act) Xignature, Digital Trust Company (PSrE) di
Xignature §agvleEalr\alllgc!r!\pluE§ Indonesia

e Senior IT Security Consultant of SciEngines, salah satu Perusahaan
yang berfokus di bidang Crypto Analysis dan Massive Parallel
Q U A N T U M Computing di Jerman
e Sebelumnya bekerja di Badan Siber dan Sandi Negara selama 14
SHIELD tahun sebagai cybersecurity professional (Training, Pentest,
Cybersecurity Assessment dan SOC team)

neration Threat Intelligence



DISCLAIMER

- Dalam keadaan apapun, presentasi ini tidak boleh dianggap
sebagai panduan untuk bertindak.

«  Presentasi ini hanya berfungsi sebagai tinjauan umum pasar
kejahatan dunia maya.

- Aktivitas yang dijelaskan dalam presentasi ini merupakan
tindak pidana menurut Kitab Undang-Undang Hukum
Pidana di banyak negara!




Bapak hacker ya?

What You Need to Know

A Hacker A Cybersecurity Expert

Hey, | am a Cybersecurity Profesional not a cyber gang!




Hacking sebagai sebuah fenomena
tidak dapat dikalahkan




Who is Mr. Hacker?
Script Kiddies

-
...——.vl

Baru belajar Senang mencoba

Tidak memiliki Tujuan mereka semata-mata hanya Script Kiddies menggunakan

kemampuan untuk membuat orang lain terkesan, skrip atau program yang

untuk menulis atau agar namanya dikenal komunitas dikembangkan orang lain untuk

program atau penggemar komputer atau peretas menyerang sistem komputer

mengeksploitasi dan jaringan
intitle:"Live View / - AXIS" | inurl:/mjpg/video.mjpg?timestamp

intitle:"DEVICE" "Real-time IP Camera Monitoring System"

Next Generation Threat Intelligence



intitle:"Live View / - AXIS" | inurl:/mjpg/video.mjpg?timestamp

O A 90.146.10.190

Google intitle."Live View / - AXIS" | inurl:/mjpg/video.mjpg?timestamp

UW Homepage

httpeitacocam.tacoma.uw.edu » mjpg » video » timestam...
hittp://tacocam.tacoma.uw.edu/mjpg/video.mjpg?strea...
Mo information is available for this page
Learm Wiy

O & 212.170.100.189

9014610
hitp:190.146.10.190 » mjpg » video » timestamp=16141._..

LIVE

No information is available for this page

Playa de Levante. Benidorm.

Learm Wiy

212170100

hitp:i212.170.100.189 » mjpg » video » timestamp=158...
hitp://212.170.100.189/mjpg/video.mjpg?timestamp=1..
Mo information is available for this page

Learm Wiy

Next Generation Threat Intelligence



intitle:"DEVICE" "Real-time IP Camera Monitoring System"

Google real time ip camera monitoring system default password

O A 187.95.114.49:80¢

—

IP Cameras Default Passwords Directory

9 Feb 2018 — IP Cameras Default Passwords Directory - ACTi: admin/123456 or

Admin/123456 -

Real-time IP Camera Monitoring System

English Spanish Deutsch French Italian Polski  §Ifhs

ActiveX Mode (For IE Browser)

- This connection is not secure.
P rord Logins entered here could b . - .
password__J [BIES e Real-time IP Camera Monitoring System
: ogin Manage Passwords
Device Status
Server Pash Mode (For FixuFon, Gaepie et st Live Video - Deicesams
Bosin Device Management Device ID 000DCSDSDT70B
Mot HUSEINIEN . Device Firmware Version 1122238
[ Attention: ; Device Embeded Web Ul Version 2418.17
Case sensitive Alias Televendas
Propose using 1024 * 768 screen resolution
Alarm Status Motion Detect Alarm
DDNS Status No Action
UPnP Status No Action
MSN Status No Action

Coba yang paling mudah: User:admin / Password:123456
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Script Kiddies.

Mereka ingin membuktikan kepada semua
orang bahwa mereka mampu melakukan

sesuatu. Hal ini sudah melekat pada sifat
manusia dan tidak dapat dihilangkan.




Who is Mr. Hacker?
Hacktivists

S + g6 =

-

 dee——ee

Menggunakan Mengungkap tindakan
computer atau ketidak adilan meretas, atau
Internet di ranah politik, | 2 .
2l d P membobol sistem Hacktivist adalah kelompok penjahat yang
Social dan <OMPUISE AN bersatu untuk melakukan serangan siber
agama tujuan bermotif J

politik atau sosial
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Hacktivists

Mereka ingin hidup di dunia yang sempurna.
Ini adalah khayalan dan tidak dapat dicapail!

Mereka didorong oleh politik, ideoloq],
agama, social, yang hampir mustahil
dikalahkan.




Contoh serangan Hacktivist

LulzSec Black
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The databases of an Emirati government website have been
completely hacked and taken over in cooperation with jokeir 07x.
There are fierce attacks awaiting the Emirates. These attacks come in

DARK STORM

TEAM DARK STORM

LulzSec Black
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Alfa, an Emirati company that manufactures electrical appliances

and lighting, has been hacked and is considered a leading company
in the UAE In this field. This company has been hacked and its data
has been acquired in cooperation with Jokeir 07x. Wait for the next

[e[=To]le]e])Y,

e :.L'_';':The Great Leader Darkmeta writes

On the 19th of August we launched a devastating attack
targeting the infrastructure of Saudi Arabia. One of the primary
targets was the Arab National Bank (ANB), where we successfully
disrupted the banking service portal for over seven hours.

The attacks we launch are powerful, lethal and advanced that
belong to the fourth generation. Despite the fact that Saudi Arabia
spends high amounts on protective firewalls/ WAF's/ DDo5
Protection, they still remain incapable of stopping our attacks.

At this moment, a new and comprehensive attack is being
prepared against the Saudi infrastructure, including financial and
banking services.

P Hello Saudi government “# , | hope you are entertained by
our attack this week and also hello to the princess Mohammed ben
Salmane 1) we're sure you like your new Jewish family.

aSlaall domill gl Bigiel pole sgmm Lty liad 19/08/2024 jy by
Arab National) byl zpmll wlidl Wlasll jul g ol5y wdasgmull duall
kel Raw ppo SN B paall Siloddd] dlgy (Jabani o5 s J[Bank

' : . . T Wl el dangs
» The result? We would be hailed as national heroes, champions | * . . oo
f freadom and democracy, fighting terrorism and gainin O e
< c¥. HENENg Eaining agd puudioall ady il

privileges beyond imagination. We would benefit financially and
live lives free from risks and troubles (although we love a
challenge). We would have connections with business leaders and

Jall wilosdall uills |4 Loy

support of Palestine and to take revenge on the traitorous and

o] ' attacks, they will be stronger,
normalizing Arab countries,

politicians and no one would call us "a gang of criminal hackers™
or "terrorists”; instead, we would become symbols of progress and

Target: .c.)\:’e are will do powerfu cy' _r attack on UAE, Israel and France Target: lhess
hiier O ey ae & alfaelec.ae ~ This is the law of the new world, the law of the strong who
3 The UAE must stop supporting Israel and stand with their brothers rule over the weak. But we are neither the strong nor the weak...
S reePalestine and sistgrs in Palestine. l.n fact, if the middle east countries decided pEain i We are the kings of the game, the armies of the oppressed and
41 ulzSec Black to cut oil to 'the west for just a fe'.w days, the genocide would have 5 ulzSec Black wronged. Our mission is not to establish justice in life, for thatis a
#jokier07x ended way sefqre. But once again, they chose poweriand i #|okelr07x relative concept, but our mission is to silence those who think
$4 1 ng:;e v:;],:nt;r; T::':Or,ey Lot enilcb it s Yy ! they are something when they are nothing. Where some of our

attacks are labeled as criminal activity, we label it as the voices of
freedom.

& Terrorism is a year-long genocide.

# Terrorism is the rape of lands without any right.

# Terrorism is the destruction of childhood dreams.

& Terrorism is accusing us of terrorism without a court or legal
judgment.

# Terrorism is the right of white people and foreigners to
international protection and diplomatic law, while people with
brown and black skin are marginalized.

# Terrorism is destroying the homes of the innocent and the
dreams of children.

Prediksi. Para hacktivist membentuk aliansi dan saling

bertukar target serangan, alat, teknik, taktik, dan peluang.
Not for

money
-

i B ¥ In the end, you are the terrorists.

4 Mote: Our group does not carry out attacks for money. That
is a cheap media tactic to tarnish our great names. Our enemies

Next Generation Threat Intelligence will taste severe torment.



We'd like to announce GhostSec's leave from the financial motivation
"CyberCrime" Scene, We as Ghosts have obtained enough funding
through our times to continue funding our operations for a while we
deem the cybercrime and ransomware we once promoted no longer
necessary and will shift back to pure hacktivism what does this
mean?

All this means is that we will not be providing services anymaore
therefore the Ghostsec services channel and services once provided
will be closed, The ransomware Ghostlocker will be closed Though
we will provide the entire code of V3 to Stormous and shift all buyers
from GL to the new Stormous locker making it a clean exit without
any exit scam. Five families will be taken over and Stormous will be
in charge with the new associates involved in that organization
resulting in our complete retirement from the "cybercrime" and
ransomware scene!

What will remain? At the moment we will continue to keep our
private channel and chat room available and will be running a
discount from today until may 23rd, Get lifetime access to the
private channel and chat room for $466 $250 ONLY until may 23rd.
We may also plan soon to make and provide a hacking course/
package though we are still debating on making this hack like a ghost
course,

Thank you for your constant support, love and understanding. We
are very excited to continue and put all focus into our work in
changing the world to becoming a better place!

Fight for something you believe in and truly find it for yourseilf,
Chase your own freedom, dreams and goals. Then Pass it on to the
future.

Hack the planet!!
We Run Shit Cause We Can!
~-GhostSec)

Para aktivis peretas mulai tidak hanya
fokus pada serangan DDoS dan kebocoran
data, tetapl sekarang mereka juga
menggunakan metode ransomware untuk
menarik perhatian pada tujuan mereka atau
untuk mendanal operasi mereka.

Earned enough and can
now “relax”

Return to hacktivism

Wil teach new hackers
on private courses



Who is Mr. Hacker?

Advance Persistent Threat (APT)

Advanced Persistent Threat (APT) adalah jenis serangan siber
yang ditargetkan dan dilakukan secara berkelanjutan oleh pihak
yang memiliki sumber daya dan keahlian tingqgi.

Hidden Cobra atau Labyrinth Chollima. Dari korea utara. Kelompok ini dikenal
karena strategi mereka yang mencakup pencurian data dan informasi bernilai
tinggi, dengan motif yang melibatkan keuntungan finansial, spionase, dan
sabotase. Keterlibatan pemerintah Korea Utara dalam aktivitas Lazarus
menambahkan dimensi geopolitik yang signifikan pada ancaman yang mereka
timbulkan.

Winnti, yang juga dikenal dengan nama Blackfly atau Wicked Panda,
merupakan salah satu contoh Advanced Persistent Threat yang diduga
terkait dengan Tiongkok. Aktif sejak tahun 2010, kelompok ini dikenal
karena operasi mereka yang bertujuan untuk pencurian informasi dan
spionase.
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Mereka menghasilkan uang. Uang tidak terkalahkan
selama masih ada, dan akan selalu ada! Kita dapat
mencoba mengendalikan dan memblokir arus
keuangan, serta menghukum perantaranya.




Who is Mr. Hacker?
State-Sponsored Hackers

Hacker yang didukung oleh pemerintah atau entitas negara
untuk melakukan serangan cyber terhadap target
pemerintah, militer, atau bisnis asing. Tujuannya dapat
berkisar dari mencuri rahasia negara hingga sabotase
Infrastruktur kritis.

Mereka mengabdi pada negara. Pengabdian pada
negara akan terus berlanjut selama negara masih ada!
Kita juga tidak boleh melupakan intelijen dan operasi
khusus di dunia mayal!
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Namun bagaimana jika kita
melihat kejahatan dunia maya
dari sudut pandang bisnis dan
pasar?!




Pertumbuhan laba

merupakan tujuan dari setiap bisnis, dan dicapal
dengan meningkatkan pendapatan dan
mengurangi biaya.

Dan kejahatan dunia maya tidak
terkecuali!!l




Cybercrime Products

Announcement!

We are selling a VPN access
(Fortinet) to one of the
Insurance companies in the
United States with revenues of
$36 million for only $950.
Upon purchase, you will be
provided with all the details
and credential data (of
course).

Contact our Tox

Ve are selling VPN access
ortinet) to one of the internet
ervice providers and web
osting companies in the
Inited States with revenues ~f
54 billion for only $20,000
Ipon purchase, you will be
rovided with all the details

v credential data (of

our. =)

“nnouncement!

V'e are selling VPN access
rortinet) to one of the
universities in Taiwan with
revenues of $9 million for only
$500, Upon purchase, you will
be provided with all the details
+ credential data (of course)

ontact cur Tox:

Contact our Tox:

Software for unauthorized access (RATS,

ransomware, etc.)
Vulnerabilities

Software for exploiting vulnerabilities (exploits)

cryptors, obfuscators

Databases of stolen information (insider data, personal data, payment

cards, etc.)
Internet traffic
Bothets




Cybercrime Services model
IS better!

spam distnbution and
phishing

Conducting DDoS
attacks

Data theft
Detection testing
Re-encryption

Abuse-resistant
hosting

VPN senvices
Botnet rental

Malware development

Credit card and
account venfication

Data venfication

search engine
optimization
Cnminal arbitration
Money laundenng

Fake website
development

Hinng hackers

Hinng droppers
Mules f droppers
Call center

Crypto-analytical
senvices

CAPTCHA bypass
Background checks

Card cloning
Fake ATMs

Forging documents




Model layanan berkembang

Destroying a competitor's business
Digital twins and deepfakes

Hacker universities
Creating a hacker marketplace in the darknet

Advertising in the darknet

Access to video cameras

Tracking a person's movement through video cameras
Commissioned defamation (slander)




Prediction

Growth in the number of
hacker services based on the

XaaSs model:
Fansomware-as-a-Service

DDoS5-as-a-Service
Phishing-as-a-service
Cybercrime-as-a-5Service
Anything-as-a-Service




Cyber Kill Chain

Weaponization

Command &
Control

Exploitation

-
L
— -
- -

Recon Deli;.fery Installation Actions on
Objectives
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» Pasar cybercrime sama seperti pasar cybersecurity, tetapl
dengan momok yang negatif

» Kejahatan dunia maya akan terus berkembang

* Pemantauan model bisnis baru memungkinkan kita untuk
mengantisipasi apa yang akan digunakan oleh penjahat dunia
maya dan bersiap untuk menghadapinya terlebih dahulu

* Pentingnya memiliki dan menggunakan layanan Threat
Intelijen yang canggih




Crawling Us: sales[at]darkspyder.com

Dubai
New York @ Moscow
Singapore (:“): Doha

Indonesia
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