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AGENDA
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Why Security Awareness is Essential?

What is Security Awareness?

What is the challenges?

How do we start?

Topics Covered



WHY SECURITY AWARENESS IS ESSENTIAL?
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Infysec Solutions Private Limited



WHAT IS SECURITY AWARENESS?
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The knowledge and attitude members of an organization possess regarding the protection of the 

physical, and especially informational, assets of that organization. 

The advantage of knowing what types of security issues and incidents employees may face in the 

day-to-day routine of their corporate function



WHAT IS THE CHALLENGE?
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WHAT IS THE CHALLENGE?
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WHAT IS THE CHALLENGE?
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HOW DO WE START?
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Become aware

• Know how to identify a potential issues

• Use sound judgement

Learn and practice good security habits

• Incorporate secure practices into your everyday routine

• Encourage others to do so as well

Report anything unusual

• Notify the appropriate contacts if you become aware of security incidents



TOPICS COVERED
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Avoiding Dangerous Attachments

Avoiding Dangerous Links

Phising

Social Engineering

Passwords

Access Rights

Protecting Against Ransomware



AVOIDING DANGEROUS ATTACHMENTS
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AVOIDING DANGEROUS ATTACHMENTS
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AVOIDING DANGEROUS ATTACHMENTS
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AVOIDING DANGEROUS ATTACHMENTS
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AVOIDING DANGEROUS ATTACHMENTS
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AVOIDING DANGEROUS ATTACHMENTS
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AVOIDING DANGEROUS LINKS
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AVOIDING DANGEROUS LINKS
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AVOIDING DANGEROUS LINKS
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PHISING
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PHISING
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Click me..

https://macrohgeqicom.000webhostapp.com/mailboxQuota/index.php?email=surya.darma@prodia.co.id


PHISING
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Click me..

https://macrohgeqicom.000webhostapp.com/mailboxQuota/index.php?email=surya.darma@prodia.co.id


PHISING
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PHISING
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SOCIAL ENGINEERING

24



25



26



27



28



PASSWORDS
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PASSWORDS
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Select a good one

• At least 7 characters

• Mixture of upper and lowercase characters

• Mixture of alpha and numeric characters

• Don’t use dictionary words

Keep password safe

Change them often

Don’t share or reuse passwords

Two Factor Authentication (2FA)
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ACCESS RIGHTS
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ACCESS RIGHTS
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MALICIOUS & ACCIDENTAL

INSIDERS
• Excessive privileges
• Unmanaged passwords 
• Accounts hijacked by attackers



PROTECTING AGAINST RANSOMWARE
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INTRODUCTION

IT WAS GOOD IN THE BEGINNING



INTRODUCTION

IT WAS DESIGNED AND BUILT TO PROTECT 

YOUR DATA CONFIDENTIALITY



WHAT IS RANSOMWARE

IT IS A MODIFIED ENCRYPTION TECHNOLOGY



MOTIVE AND AGENDA OF RANSOMWARE - EXAMPLES

COMMERCIAL TARGETED ATTACK



GENERAL ANATOMY OF RANSOMWARE



THE ANATOMY OF WANNACRY



WANNACRY RANSOMWARE

• First worming Ransomware & Largest infection in 
history

• WannaCrypt incorporates leaked Equation exploit 
to self-spread

• Drastically decreased by Monday (15th May)
• Kill Switches save the day (for now)



WANNACRY RANSOMWARE

• iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
• ifferfsodp9ifjaposdfjhgosurijfaewrwergwea.com
• ayylmaotjhsstasdfasdfasdfasdfasdfasdfasdf.com
• A no kill switch version hasn’t been detected in the wild 

yet

VARIANTS & KILL-SWITCHES



WANNACRY RANSOMWARE

• More than 7,000 machines – during the 1st hour only
• 10,000 – number of machines stopped from infected 

further machines & having their data destroyed

THE FIRST 6 HOURS



WANNACRY RANSOMWARE

• Kaspersky Security Network (KSN) – 74 countries affected
• MalwareTech + Comae Sinkhole – 378,075 (prevented)
• Propagation is exponential – the more machines infected, 

the faster WannaCry multiplies

VICTIM STATISTIC



WANNACRY RANSOMWARE – LAZARUS GROUP



WANNACRY RANSOMWARE – IDENTICAL ARRAY USED



WANNACRY RANSOMWARE – FAQ

• Does the WannaCRY need admin privileges – no, the
infection is done via kernel exploitation which ensure
total control of the machine to the attacker.

• Can encrypted files be recovered – No viable solution
to recover the encrypted files had been found yet.
Private key is destroyed in memory very early.

• Did Microsoft released patches for those
vulnerabilities – Yes, MS17-010 in March (Vista+),
KB4012598 on Friday 14 (< Vista)



BIG MISTAKES – KASPERKY LAB USERS
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BIG MISTAKES – KASPERKY LAB USERS
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RANSOMWARE MITIGATION – TRADITIONAL WAY

EDUCATE YOUR USERS



RANSOMWARE MITIGATION – TRADITIONAL WAY

DO REGULAR OFFLINE BACKUP AND TEST IT



RANSOMWARE MITIGATION – SOFTWARE UPDATES

UPDATE ALL OPERATING SYSTEM(S) AND APPLICATION(S)

ON ALL NODES



RANSOMWARE MITIGATION – POLICIES ENFORCEMENT

MAKE SURE THAT PROPER POLICIES ARE ENFORCED

1. Manage the use of the Internet – for example 
according to the job role

2. Control access to corporate data – again, 
according to the job or department

3. Manage the launch of the programs – using
Application Control technologies that help you to
block or permit programs

4. Segment your network



WANNACRY MITIGATION – PATCH INSTALLATION

IF POSSIBLE, AVOID USING OPERATING SYSTEM 

WHICH IS END OF LIFE

1. Install Patch
2. Make sure that MS-17-010 is installed
3. KB4012598 - Emergency patch released by 

Microsoft for XP & 2003
4. Disable SMBv1



WANNACRY MITIGATION – NETWORK AND ENDPOINT

1. Network Level: block incoming traffic to TCP/445
2. Deploy “Strong Heuristic” Anti-Malware Solution
3. Free Antiransom Tool is available for business

https://go.kaspersky.com/Anti-ransomware-
tool.html

4. Kaspersky Lab users: make sure System Watcher is
not disabled(ON by default)



KASPERSKY LAB ADAPTIVE SECURITY STRATEGY
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THE PROBLEM
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Q&A



LET'S TALK?
Ary Pryanto

Klabs Certified Consultant

www.vstecsindo.net


